Suspicious Activity
SAFETY HELP SHEET
Suspicious activity is any observed behavior that could indicate crime or terrorism.
What defines suspicious activity?
Unusual items or situations: A vehicle is parked
in an odd location, a package/luggage is
unattended, a window/door is open that is
usually closed, or other out-of-the-ordinary
situations occur.
Eliciting information: A person questions
individuals at a level beyond curiosity about a
building’s purpose, operations, security
procedures and/or personnel, shift changes, etc.
Is someone watching you?
Observation/surveillance: Someone pays
unusual attention to facilities or buildings
beyond a casual or professional interest. This
includes extended loitering without explanation
(particularly in concealed locations); unusual,
repeated, and/or prolonged observation of a
building (e.g., with binoculars or video camera);
taking notes or measurements; counting paces;
sketching floor plans, etc.

Reporting Suspicious Activity
To report suspicious activity please contact your local
law enforcement. Describe specifically what you
observed, including:
Who or what you saw;
When you saw it;
Where it occurred; and
Why it's suspicious.
If there is an emergency, call 9–1–1.
How to Recognize Suspicious Packages and Mail

One indicator of a suspicious package or piece of mail includes
inappropriate or unusual labeling, such as: Excessive postage,
misspelled common words, no return address or strange return
address, Unusual addressing, such as not being addressed to a
specific person or the use of incorrect titles or titles with no
name, restrictive markings, such as “personal,” “confidential,”
or “do not x-ray”
Other indicators include an unusual or inappropriate
appearance, including: Powdery substances felt through or
appearing on the item, Oily stains or discolorations on the
exterior, Strange odors, excessive packaging material, like tape
or string, Lopsided or bulky shape of envelopes or boxes, ticking
sounds, protruding wires, or exposed aluminum foil

Some of these activities could be innocent—it's up to law enforcement to determine whether the behavior
warrants investigation. The activities above are not all-inclusive, but have been compiled based on studies of
pre-operational aspects of both successful and thwarted terrorist events over several years.
For more information https://www.dhs.gov/see-something-say-something/what-suspicious-activity
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Advisory

Possibly
Mailed from a
Foreign Country
No Return Address
Restrictive Markings

Excessive Postage

If you receive a suspicious
letter or package

What should you do?
1

Handle with care
Don’t shake or bump

2

Isolate and look
for indicators

3

Don’t Open, Smell
or Taste

4

Treat it as Suspect!
Call 911

Misspelled Words
Addressed to Title Only
or Incorrect Title
Badly typed or written
Protruding Wires
Lopsided or Uneven
Rigid or Bulky
Strange Odor

Wrong Title with Name
Oily Stains,
Discolorations,
or Crystalization on Wrapper
Excessive Tape or String

If parcel is open and/or a threat is identified. . .
For a Bomb

For Radiological

For Biological or Chemical

Evacuate Immediately
Call 911 (Police)
Contact local FBI

Limit Exposure - Don’t Handle
Distance (Evacuate area)
Shield yourself from object
Call 911 (Police)
Contact local FBI

Isolate - Don’t Handle
Call 911 (Police)
Wash your hands with soap and warm water
Contact local FBI

Police Department
Fire Department
Local FBI Office
(Ask for the Duty Agent, Special Agent Bomb Technician, or Weapons of Mass Destruction Coordinator)
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The National Explosives Task Force (NETF) coordinates rapid integration of explosives expertise with intelligence and law enforcement
information to support operational activities. Products are peer-reviewed by explosives experts from participating agencies.

National Explosives Task Force
Suspicious Package Indicators and Recommended Response
Procedures
Package bombs, which include letters, parcels, and anything delivered by postal or courier service,
are not a new technique and have been used by terrorists and anarchist groups. Many of these bombs
are triggered when victims handle or open the packages, although they can be initiated in other ways.
Package bombs come in a variety of shapes
and sizes, and they may look harmless.
There are a number of characteristics that
may lead you to become suspicious of a
letter or package.
If you believe a letter or package is
suspicious:
• Stop. Do not handle or open.
• Do not use cell phones, pagers, or
two-way radios near suspected
devices.
• Be aware of secondary devices.
• Evacuate and isolate the immediate
area.
• If applicable, activate the facility’s
emergency plan.
• Make note of the characteristics that
caused suspicion.
• Call 911.
Formal Screening Procedures
Commercial or government entities with
mail screening procedures are advised to
review existing procedures for screening
packages, identifying suspicious items, and
instituting the appropriate safety protocols.
If no current procedures are in place,

https://about.usps.com/posters/pos84.pdf

guidance should be sought from local, state, and/or federal resources. Planning considerations should
include (but not be limited to) recurring training for screeners, an understanding of the standards and
limitations for operating times, and regularly scheduled maintenance of screening equipment, such as
calibration, updates, and testing.
Response Procedures
The NETF prepared this document to raise awareness of package bombs and the need for diligence
and safety procedures in evaluating suspected improvised explosive devices. If a suspicious package
is found, call 911. Any diagnostic or render safe actions should be performed only by FBI Hazardous
Devices School (HDS) certified public safety bomb technicians or current U.S. military explosive
ordnance disposal technicians.
The U.S. government has resources on mail security available to citizens and businesses. More
information can be found at http://about.usps.com/securing-the-mail/mail-security-center.htm

To report suspicious activity, call 911 or contact local law enforcement.
Suspicious activity reports (SARs) will be forwarded to the appropriate fusion center and FBI Joint
Terrorism Task Force for further action. For more information on the Nationwide SAR Initiative,
visit: https://nsi.ncirc.gov/resources.aspx.
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Safe Mail Handling Procedures.

It is important that every employee handling or receiving mail
can identify a suspicious letter or parcel. Although occurrences are extremely rare, it is essential to know what to do when
suspicious mail is received. All staff must remain alert for the tell-tale signs of potentially dangerous mail and packages.

How to Recognize Suspicious Packages and Mail
One indicator of a suspicious package or piece of mail includes inappropriate or unusual
labeling, such as:
 Excessive postage
 Misspelled common words
 No return address or strange return address
 Unusual addressing, such as not being addressed to a specific person or the use of
incorrect titles or titles with no name
 Restrictive markings, such as “personal,” “confidential,” or “do not x-ray”
Other indicators include an unusual or inappropriate appearance, including:
 Powdery substances felt through or appearing on the item
 Oily stains or discolorations on the exterior
 Strange odors
 Excessive packaging material, like tape or string
 Lopsided or bulky shape of envelopes or boxes
 Ticking sounds, protruding wires, or exposed aluminum foil
Procedures for Handling to Suspicious Packages and Mail
 Stay calm.
 Do not open the letter or package (or open any further), do not shake it, do not show it to
others, or empty its contents.
 Leave the letter or package where it is or gently place it on the nearest flat surface.
 If possible, gently cover the letter (use a trash can, article of clothing, etc.).
 Shut off any fans or equipment in the area that may circulate the material.
 Alert others nearby to relocate to an area away from the site of the suspicious item.
 Take essential belongings, like cell phones, keys, purse, etc. with you in case return to
your office is delayed.
 Contact the Federal Protective Service immediately at 1-877-437-7411.
 Leave and close the door to the space containing the suspicious letter or package, cover
the threshold area under the door with a towel or a coat if possible, and section off the
area (keep others away).
 To prevent spreading any powder or hazardous substance to your face, wash your hands
thoroughly with soap and water.

For further information contact your local FPS Inspector, Regional FPS Hazmat Inspector, or the FPS Hazardous Response Branch
(202-732-8012). FOR OFFICIAL USE ONLY WARNING: This document is FOR OFFICIAL USE ONLY. It contains information that may be
exempt from public release under the Freedom of Information Act (5 U.S.C. 552). This document is to be controlled, handled, transmitted, distributed, and disposed
of in accordance with DHS policy relating to FOUO information and is not to be released to the public or other personnel who do not have a valid “need-to-know”
without prior approval of the Hazardous Response Branch.

